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[bookmark: _Toc530837397]SECTION 1.0: INTRODUCTION AND BACKGROUND INFORMATION
	Effective business enterprises seek to integrate reliable tools to facilitate customer-service delivery. For instance, contrary to the conventional wired LAN, the wireless technologies utilize multiple mediums to transfer data from one device to another and across locations in an organization. The notable medium of communications that enhance effectiveness of a WLAN Bluetooth Communication, Wi-Fi Internet Access, Radio Frequency Identification (RFID), and Wireless Sensor Networks. The subsequent report recommends a rigorous WLAN Implementation Plan to facilitate GHS maximize on the core fundamentals of a WLAN, which include encryption, authentication, and encapsulation fundamentals. Specifically, the report seeks to outline practical and easy-to-follow solutions that hedge against the dynamic WLAN vulnerabilities. 
[bookmark: _Toc530837398]SECTION 2.0: OVERVIEW OF WLAN FUNDAMENTALS 
	Surging popularity for the sporting merchandize and launch of additional nine (9) stores provide an ideal opportunity to integrate a wireless technology. A strategic decision to install a WLAN technology in each store enhances transmission of information in secure module. Continued proliferation and installation of a WLAN technology hinges on three fundamentals of a wireless capability that provide standard security, encryption, and authentication protocols. 
	First, the security fundamental is an integral standard that accords WLAN technology a disruptive attributes because of the increased mobility, flexibility, and ubiquitous connection. The use of unaided medium to transmit data in a wireless connectivity increases the vulnerability of a WLAN technology because of the ease-of-access by external parties. The design of a WLAN capacity provides myriad protocols and standards to hedge against the security vulnerabilities. The prominent security protocols that enhance the efficacies of wireless technology include Wired Equivalent Protocol (WEP), Wi-Fi Protected Access (WPA), and WPA2/IEEE 802.11i. The three protocols influence the proliferation of the wireless technologies because it facilitates the achievement of security goals that include confidentiality, integrity, and authentication. 
	Secondly, the wireless authentication is an integral protocol because it hedges against the system susceptibility and exposure of the sensitive information transmitted in the system. The authentication protocols aim to control access to the system because it detects, prohibits, and denies an unauthorized entry into the system (Loudon & Loudon, 2014). The two essential authentication standards are the per-user authentication and per-session mutual certification. The per-user and per-session authentications facilitate a robust password patterns in a WLAN system. 
	Thirdly, the encryption protocols are essential measures to minimize the security vulnerabilities because they improve the users’ privacy and anonymities. The legacy WAP and the 802.11i are integral encryption standards that provide an elaborate algorithm necessary to protect the data, cryptographic integrity checks, and key management. For example, the GHS can benefits from a cryptographic – integrity check merits because a WLAN algorithm hedges against pertinent threats that include modification of data and replay. 
[bookmark: _GoBack]	However, continued proliferation of the wireless technologies have been marred by the intrusion, inadequate management expertise, and access-control threats. Consequently, installation of a WLAN connectivity to capitalize on productivity, cost-efficiencies, and conveniences faces adverse issues that requires the management teams to reconsiders their expectations. Overall, implementing a wireless capability in the nine GHS stores is likely to struggle because of rapid attack on the Service Set Identifier (SSID), session hijack, information disclosures, signal interference, eavesdropping, and denial of services (DoS) manifestations. 
[bookmark: _Toc530837399]SECTION 3.0: DETAILED WLAN RECOMMENDATIONS
[bookmark: _Toc530837400]3.1. Fundamental of WLAN
[bookmark: _Toc530837401]3.1.1. WLAN Fundamental: Authentication
The calibers of authentication methodologies demonstrate a fundamental attribute of a wireless communication competency in an organization. The GHS can eradicate multiple WLAN issues using sufficient authentication protocols to improve the access-control standards. The access-control systems have an obligation to filter out unauthorized entry to the sensitive data by confirming the identity during the login period. The three authentication methodologies for use in a GHS WLAN Connectivity include an open authentication, shared authentication, and an Extensible Authentication Protocol (EAP) standard. 
	Specifically, an open authentication is an easy-to-implement protocol because it utilizes SSID recognition. Typical WLAN system entails an Access Point component that determines the name of a particular wireless system and facilitates exchange of information with other device using Service Set Identifier (SSID).  Therefore, an open-authentication protocol relies on the effectiveness of a SSID to distinguish an individual wireless connectivity using minimum 25-special characters to verify the identity of a user. However, overreliance of an open-authentication model increases the vulnerability of a system because an intruder using passive-capturing techniques can decipher the configuration of the SSID and modify the special characters to gain control of the Access Point (AP). 
	Therefore, an alternative authentication standard, that include the use of a Pre-Shared Key Authentication provide a reprieve against the attack of a SSID component. Specifically, a Shared Authentication allows the hosting nodes and legitimate users to utilize a single pre-shared key to allow entry. Therefore, a user ought to match the network’s configurations to gain access to the system. A Shared Authentication also merits because is hedges against loss of productivity when a user forget his or her specific password pattern because he or she need to retrieve the system’s key. 
	Alternatively, an Extensible Authentication Protocol (EAP) is a reliable per-session standard that eliminates inadequacies of per-user authentication module evident in open and shared-key methodologies. An EAP module is an ideal for large enterprises including GHS because it uses authentication servers to query for the multiple verification requests from the users. An EAP authentication facilitates GHS to implement a token, smart card, and biometric based identification to shield entry by unauthorized users. Importantly, a biometric identification has gained traction because it grants access to session after interpreting and matching the human traits of a user to the specimen store in the system. Besides, the specific human traits used are unique to each user because biometric scanning focuses on the fingerprint, iris, or voices to enhance overall security of WLAN connectivity. 
[bookmark: _Toc530837402]3.1.2. WLAN Fundamental: Encryption
	Another critical fundamental of a WLAN connectivity hinges on the provision of robust encryption facilities to harness the integrity of data transmission. The encryption process aims to cipher data in the plain text to make it difficult for another party to interpret the content. The prominent encryption protocols include a WEP, WAP, and WAP-2. The use of a WEP is permitted to WLAN operating on 802.11 standards provides a reliable algorithm to eliminate eavesdropping and unauthorized access. A WEP encryption utilizes a stream-key to cipher and send out an initial vector with a RC4-IV. Therefore, a receiver requires an XOR operation to obtain and decipher the encrypted information in a WLAN system. However, the use of a WEP encryption protocol has numerous vulnerabilities because an intruder can develop a crack-software to decipher information within the system. 
	Therefore, an alternative encryption standard that includes Wi-Fi Protected Access (WAP) provides an appropriate protocol. A WAP standard utilizes Temporal Key Integrity Protocol (TKIP) to provide two dynamic keys that include a personal and an enterprise mode. The TKIP protocol also provides three layers of encryption process to provide a message integrity code, packet sequencing, and per-packet key mixing (Dhiman, 2014). However, the WAP encryption protocol has exhibited key limitations that include utilization of a RC-IV encryption methodology, which makes the system susceptible to Denial of Service threats. 
	A third encryption protocol to alleviate the inadequacies of WEP and WAP standards is a WAP2/IEEE 802.11i. The WAP2 protocol has replaced the TKIP module with a robust methodology. A WAP-2 uses a new code called Cypher-block Chaining Message Authentication Protocol (CCMP), which hinges on Advanced Encryption Standard (AES) to hedge against cracking vulnerabilities. 
[bookmark: _Toc530837403]3.1.3. WLAN Fundamental: Security
	The WLAN security goals relate to a triad of confidentiality, integrity, and availability (CIA). The majority of the security vulnerabilities seek to break the integrity of the data, confidentiality, and availability of the system (Waliullah & Gan, 2014). Therefore, adequate solutions should prevent passive and active attacks. The passive attacks are characterized by attempts by an intruder to retrieve information transmitted through the system. On the other hand, active attacks are profound and entail malicious actions to gain access to private information, manipulate its content, and generate fraudulent data. The notable forms of active security vulnerabilities include Denial of Service, session hijacking, reply attacks, unauthorized access, rogue access attack, and host of actions that impede a CIA triad in a WLAN system.  
[bookmark: _Toc530837404]3.2. Recommendations for WLAN solutions for the Company
	The GHS is recommended to integrate myriad of WLAN solutions to enhance the security, authentication, and encryption. The notable solutions are easier to implement and facilitate automation of the security management. These solutions include;-
i. Changing a default SSID
ii. Utilize a VPN connectivity
iii. Use of a static Internet Protocol address
iv. Design and enforcement of stringent WLAN policies
v. Availing of automatic detection and protection
vi. Access Point placement 
[bookmark: _Toc530837405]3.3. Recommendations for Implementing the Proposed Solutions
Step one: The GHS has to consider WLAN security throughout the development lifecycle. Specific actions are necessary during the initial deployment stage include provision of compatible configuration of security standards within the client’s devices and Access Point. Further, post-deployment phase is an integral stage to ensure continuity of a WLAN capability. The GHS has an obligation to undertake period and technical security assessment tests. 
Step two: the encryption-based threats have adverse consequences that requires provision of strong standards. GHS is recommended to rely on WAP2/IEEE 802.11i protocol because it is a stable anti-encryption solution than the traditional WEP and WAP standards. 
Step three: After minimum of three month, GHS should change the default SSID by encouraging each store to develop new and unique usernames that do not convey significant details about the company. 
Step Four: provision of a guest-access portal is a recommendable authentication protocol that will redirect new users to login page. The login page facilitates verification of a guest user and prevents possible sniffing by an attack because it directs them to a new AP. 
[bookmark: _Toc530837406]3.4. Practices to ensure Sufficient Wireless Security within the Enterprise
	Equally, outsourcing some of the wireless security capabilities is a generic practice across the globe. Outsourcing is a trend that allows an organization to delegate secondary activities to a qualified offshore entity and facilitate the former to focus on other competencies. Outsourcing also provides economic gains to an organization by delegating obligations to implement costly security practices to another entity.  
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i. 	GHS has an obligation to invest in robust technologies including WLAN to bolster secure communication, mobility, convenience, and cost saving in managing the large consumer-base. Particularly, strong encryption, authentication, and security fundamentals are integral parameters to attract the use of WLAN connectivity in the new stores. However, the notable system vulnerabilities that include active and passive security threats are concerns that require provision of robust solutions. Key interventions to mitigate system vulnerabilities include changing a default SSID regularly, utilizing a VPN connectivity, and enforcement of stringent WLAN policies
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